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2.1 WMS(web service monitoring system) 2~/

MH| A0 HIBSHs T AHAZ SHe0f £ 4 UEE AlLIZ|2 2%

[H0

WMS 2.0
® [HOME] E/2712! (742!) °
® [HOME][Mobile] & L
@ [LNB] 2S/8A} 414 °
® [LNB] A{H|A L
® [SUD] i’“ = _?_%”A}e{l ° - [LNB] 2 & |VALIDATION] target : divlid="app-root] > div:nth... 1 36ms @
® [Sub] 27} > 2~ Of7 |43 o [URL] : https//m.place.naver.com/my/5e3d24378f87a... - 2605ms P
@ [Sub] 27} > Ab| 2274 ° [WAIT] time : 2000 - 2002ms @
® [Sub] 23 > 23347) ° [LNB] 2|8 [VALIDATION] target : div[id="app-root] > div:nth... 1 25ms @
® [Sub) 23 >34 ° [URL] : https//m.place.naver.com/my/5e3d2437887a... - 1078ms @
@ [Sub] Hybrid & Private Cloud > VMware on Ncloud ° [WAIT] time : 3000 L sooms @D
@ [Sub] 7}0|SMIE| > API 22 A L . - . [MOUSE] BRiA(245 25810 W Xz BANK sheol) - 1000ms @D
@ [Sub] 710| SMIE| > MU (T AFR2}7}0|S) 4 . - - [WAIT] time : 1000 - 1000ms @
. [Sub] 7"°|Et"£‘| > #I—S—Alaﬁ‘ 7"0'5 4 [LNBI XHE [VALIDATION] LHZE A Of| 5 &l 1 39ms m
. 2 /fm.place. H f87a...
® [Sub] 7}0|SAIE| > 4| SA|% 70| > Object Storag... o - [URL] : https=//m.place.naver.com/my/5e3d24378187a oa— 4022 ms
[WAIT] time : 3000 -— so0oms @
® [Sub] 7H0|SHIE > A SAIK 7H0|S > 2|5 A Mt AL... o x
[MOUSE] BeiA|7(d+3 2|R 3t W2 AZ FANA| thzolly) - 1004ms @
@ [Sub] 710|EMIE] > 2| A2 T2ME °
[WAIT] time : 1000 - 1000ms @
@ [Sub] 710|EMIE] > $|2A|2} Z2HE SJenkins 4E... o
[MOUSE] B|=0i| X Rin 2| 22| - 1004ms XD
@ [Sub] 710|EMIE] > $|2A|2} T2 M E >0bject Stora... 4 i - B
c Al SOIALA &
® [Sub] 7tOISHE| > oA = [714] 215 4 ME0| x| [VALIDATION] 3tEte] 2|51 2% - s001ms  (EED
® [Sub] D242 > ZAIAHE ° . [URL] : https://m.place.naver.com/my/feed —— 40sms @
® [Sub] DA > DERE © - [WAIT] time : 3000 — s000ms @D
® [Sub] D2HA|A > RN > DK Y2 ° - Pl 243 215 [VALIDATION] target : divlid="app-root] > div > d... ' ims @
® [Sub] DAY > DILEY > NI Y ° . o o e === PRr— — —
. [Sub] .T‘..,ﬂ“ﬂ%l > E%EQ > 7|‘$‘Z|’§% o . — — . nv_fault 004 ‘ nv_fauit 004 o ‘ nv_fault 004 ‘ nv_fault 004 . nv_fault 004
@ [Sub] D242|% > DERE > 29|35} ° . ) - Bwee e £ won e o wen s £ won ue g v
= L 1 e
@ [Sub] DZR|Y > DS RE > A} b . pp——
® [Sub] D22 > DRTE > 220IN] L . . o
@ [Sub] D2 > L] Fe|Lfe X - y " '. ..
® [Sub] D242|Q > 2057 L - S———
® [Sub] D22|% > 22|57| > YRS b ]
® [Sub] DAY > AZaH=2S b ]
@ [Sub] Oto|m|0| 2| > HA|Chata] - 2HQIA|IH 20! °
@ [Sub] Oto|T|O|Z| > Lto|Zo| LS - ZHIAH 20! ° A XI| EI E'” AE | J_-'-l- *'.*_" x.l E x §| §-I_|:|
@ [Sub] OtO|H|0| Z| > LI 22|Lie - MEAHZH 270! °  H ' —_—— 2 (@) o i "
@ [Sub] Oto|m[0|Z] > YA 2| - MEAHZC! °
@ [Sub] Oto|T|0|Z| > LAP2| > 2IISI7|HE - 2H1A... o
@ [Sub] Oto|m[0| 2] > 2| ZHAAHH =2l °

SOl 2HA| LA 2= - O] X] & 7|5 B AMH|A HEf



DEVIEW

2.2 WMS 412 (Web/API)
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2.2 WMS -1 (Agent)
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2.2 WMS X (Collector)
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await page.goto(‘https://www.nave 1r.com’, {waitUntil : timeout : 1}); | await page_gotg('httpgj //www.navelr.com’

{waitUntil : networkidle2, timeout : 1})

(node:58953) UnhandledPromiseRejectionWarning: Error: net::ERR_NAME_NOT_RESOLVED at https://www.navelr.com

at navigate (/Users/user/deview/node_modules/puppeteer/lib/cjs/puppeteer/common/FrameManager.js:115:23)

at processTicksAndRejections (internal/process/task_queues.js:97:5)

at async FrameManager.navigateFrame (/Users/user/deview/node_modules/puppeteer/lib/cjs/puppeteer/common/FrameManager.js:90:21)

at async Frame.goto (/Users/user/deview/node_modules/puppeteer/lib/cjs/puppeteer/common/FrameManager.js:417:16)

at async Page.goto (/Users/user/deview/node_modules/puppeteer/lib/cjs/puppeteer/common/Page.js:825:16)

at async /Users/user/deview/example.js:11:5
(node:58953) UnhandledPromiseRejectionWarning: Unhandled promise rejection. This error originated either by throwing inside of an async function
without a catch block, or by rejecting a promise which was not handled with .catch(). To terminate the node process on unhandled promise reject
ion, use the CLI flag "--unhandled-rejections=strict™ (see https://nodejs.org/api/cli.html#cli_unhandled_rejections_mode). (rejection id: 1)
(node:58953) [DEP@@18] DeprecationWarning: Unhandled promise rejections are deprecated. In the future, promise rejections that are not handled w
ill terminate the Node.js process with a non-zero exit code.

(node:59385) UnhandledPromiseRejectionWarning: TimeoutError: Navigation timeout of 1 ms exceeded

at /Users/user/deview/node_modules/puppeteer/lib/cjs/puppeteer/common/LifecycleNatcher.js:106:111

at async FrameManager.navigateFrame (/Users/user/deview/node_modules/puppeteer/lib/cjs/puppeteer/common/FrameManager.js:90:21)

at async Frame.goto (/Users/user/deview/node_modules/puppeteer/lib/cjs/puppeteer/common/FrameManager.js:417:16)

at async Page.goto (/Users/user/deview/node_modules/puppeteer/lib/cjs/puppeteer/common/Page.js:825:16)

at async /Users/user/deview/example.js:11:5
(node:59385) UnhandledPromiseRejectionWarning: Unhandled promise rejection. This error originated either by throwing inside of an async function
without a catch block, or by rejecting a promise which was not handled with .catch(). To terminate the node process on unhandled promise reject
ion, use the CLI flag "--unhandled-rejections=strict™ (see https://nodejs.org/api/cli.html#cli_unhandled_rejections_mode). (rejection id: 1)
(node:59385) [DEP@@18] DeprecationWarning: Unhandled promise rejections are deprecated. In the future, promise rejections that are not handled w
ill terminate the Node.js process with a non-zero exit code.
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request, requestfailed/r

cquestfinish
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page.on(request)

page.on(requestfailed’)
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= EventEmitter
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99309.3 1633511196481 | 1633511196501
99309.4 1633511196481 | 1633511196720
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99309.6 1633511196484
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page.on(requestfinished’)
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© Uncaught TypeError: Cannot read property 'addEventListener' of null
at docs.]1s5:292

page.on( , (error) =>{ deview user$ npm start

console.log(" pageerror : ${error.message}");

> devien®9.0.0 start
> node example.s

await page. () =>{
getValue();
1).catch(error => {/* */3);
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Request interception= &2 ot 0| 2| X1
- continue, abort2 £8f request2 M0 & 2~ QI8
- AfH|A FHofj ¥3t0| gl QR E ofjo| M2|E 4 YT 2 WE| J|508 &8

await page.setRequestinterception(true);
page.on(request’, req =>1{
if (req.url().indexOf(filterUrlList) >=0) {
reqg.abort(),
telse{
reqg.continue();

}
)
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await page.setRequestinterception(true);
page.on(request’, req=>1{
if (req.url() == navigationUrl) {
reg.continue({
method : ‘POST,
postData : JSON.stringify(data),
headers : { 'key' : 'value'}
)}
telse{
req.continue();

}
)
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SSRF(server Side Request Forgery) E Q0|45+ =X B! Sl{ &
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4.1 SSRF HQt0|5+

SSRF(server Side Request Forgery) HQF0|5 &X| B ol &
O|O|MEOM @ St= 2= RequestE ES

const regPrivatelp = /~((1274¢.)(10%)] (1724 1[6-91W-)| (1724 2[0-OT¢.) | (1 724¢.3[0-1 T¢.) (192 168WH)) i async resolve(domain){
page.on(request’, req =>{ return new Promise((resolve, reject) => {
const domain = this.getDomain(req): dns.resolve(domain, (err, address) => {

const ipList = await this.resolve(domain); if(err) reject(err);

for (letip of ipList) { resolve(address);
if (regPrivatelp.test(ip)) { )
privatelpYn = true; 1,
privatelpLookupList.set(domain, true); 1
) ->dns.resolve =>[1.1.1.1, 10.1.1.1]
} -> dns.lookup =>1.1.1.1

D

If (privatelpYn) reg.abort();
else req.continue();
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4.2 SSRF E2t0|4 - DNS rebinding

DNS rebinding? E2 90|+ =X & Sl{&
- B8 EA= Passoral =X reg.continue()?t £ = M DNS rebinding= &9
10.x.x.x CHO 2 HiASI0] QNI HE =X 23

const regPrivatelp = /~((127W.)[(10W.)|(172%W.1[6-9]w.)|(172%W-.2[0-9]W.)|(172W-.3[0-1 ]%-)|(192W.168%.))/I;

page.on(request, req =>{ page.on(response’, async response => {
const domain = this.getDomain(req); const regPrivatelp = /((127W.)|(10W.)[(172W.1[6-91W.)|(172%W.2[0-
const iplist = await this.resolve(domain); [1.1.1.1,2.2.2.2] OIW)|(172%.3[0-1]1W)|(192W.168%.))/i;
1 if (regPrivatelp.test(response.remoteAddress().ip)) {
)k await this.setForbiddenErrorLog( " 403 - ${HttpStatusCode[403].msg}
privatelpYn = false $iresponse.url()}");

If (privatelpYn) reg.abort(); }

)k

else req.continue();
[10.x.x.X]
|
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